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3.13) nsisddays (Labeling of information)
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3.19)  WAsFINNEANUANNENAUEAULLRLEN1SMEwan (Information Security in Supplier
Relationship Standard)
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Information Security Standard for Supplier Relationships)
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(Addressing information security within supplier agreements)
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(Managing information security in the information and communication technology (ICT) supply chain)
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(Information security for use of cloud services)
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(Learning from information security incidents)
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(Planning Cybersecurity and Information Security Continuity)
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3.30) AIMNNFANAIU ICT Lﬁamwrﬁimﬁmmqﬁﬁﬁq (ICT readiness for business continuity)
3.30.1) msﬂg‘jﬁﬁtﬁ;aLm?ﬂun'\sﬂ%'mﬁmmi'aLﬁ'am”'mm'msj’umﬂa'amﬁﬂ'l«muaﬁmzmmumﬁ

(Implementing Cybersecurity and Information Security Continuity)
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(Verify, Review and Evaluate Cybersecurity and Information Security Continuity)
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(Compliance with policies, rules and standards for information security)
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(Compliance with Security Policies and Standards)
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(Compliance with Personal Data Protection Act and Standards)
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3.37) and1sdsznaunisl)iineu (Documented operating procedures)
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3.38) mmsgﬂuﬂ'ﬁ'ﬁ’mmsl,anms (Document Management Standard)
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(1) wlgunewe9LFEN (organization policy)
(2) denmuanisUiRIULe3LTEN (organization procedure)
(3) Vﬂalq_,l’] (contract / agreement)
4) Tuindemnas (letter of engagement)
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(5) Tauasu (land deed)

(6) luayeym (permit)

(7) wla@eiusea (certificate / license)
(8) UL (drawing)

(9) FupauUNITTL (work instruction)

(10) Wasu (form template)
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Security Risk Management)
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3.39.1) msisziiuanudseanusiunsdaanna ldiuasuasa1sauine (Cybersecurity and Information Security

Risk Assessment)
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3.39.2) msamANNLIREIRIUANNNUAIlaanntldIuasuaTasEUIWNA (Cybersecurity and Information Security

Risk Treatment)
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4)  NIMSNITATULARINS (People controls)

[ v

waluumemsinnanaiuaslaandaininasdesiunszusumeiansminensyArasaus nsfudvinauanis
MIANAW WaEnszLRuNsALninensyaraasiannaulunstaayinliansaunaresssinsi amnuues lnassit

NaanANHIAENTRIANIAUINATIAAAINYAAINS TIINAAINNsazinANNTAaeaiaasaumAleaan LAY

| '
3 = ¥ o o

Tldamn siseanmsaziaesiensUfimuihanneadesiuanudiuassendaatssuna
4 2 D cdd e o . de o ay v e
WadinAiasaeniefinetdaeiunszuaunisdanisyaansinndsazande Inassywrimauiuiingey
v o o g D . s X 4 g o
wazunLnzesdinendesiunszuaunis wenantifaudunsaunneuuasaeniaasaumAlREaY uazietioei

- o = = o & Iy
m@ﬂix‘imwmmmmsmLﬂumwu\mmmxmumﬂﬂ@ﬁwmau@mmm’mmu

WaMNIATIIUY UAENNSAEUNNG
o o .
4.1) n1gARLAanN (Screening)
n1sRsaageU)indstesiadasuiesinisaiiunisinedl Auasnadeiungunie wazssiiaudetiaAy
TnanagaunineinsyrnasiesnsiaaeulszdfresyAnanauiiazyinn1s91479 i1 NANFIUNTANE YARAEINES
dszdRnsvinauanmisanuiudainby uazienansiniesaniseenli usiu Inaiewiziumdsanuninaadeeiu

o o o

doyad1Aya0999ANs axfasiinisnsaaauiiui

v a; 14 agn
4.2)  UAAANAY wazidaulan1sa19u (Terms and Conditions of Employment)
o = o Y o o = = ¥ a o a L Ao
fonnas uarRenlaludygrdnaiunidney dnisseyfanifacuduiagey (Job Description) AdnLaw uay
= o a P o o yo A ) v A A a v
21 D9ANNSLRATE UAUANNT LAY Ae AR B A TaWmNA NN TENEUVITRATIALAeMNILATNNATFIUNAINHANERA A
RANINANUNAI TN HUBIB9ANT TIUUDELTLANTULINTDINANTENUNNATWAIBIANS
v o v 1 o 14 OIJ o o
4.3) NTATINAINURATEUUN ﬂ"l‘idl‘lﬁﬂ’ﬂﬂg LL’N%ﬂW‘JBjﬂ'ﬂU‘JNﬂ"luﬂ’ﬂ&l&luﬂ\‘lﬂﬂ'ﬂﬂﬂﬁl‘l’ﬁL‘LI'ﬂ‘a‘LLﬂg
A19AUNA (Cybersecurity and Information Security Awareness, Education and Training)
deminennsyaradn lintinawnau feadniufeniseusuainidssnusnumaulag asaumAizea gy
meuen etaveatay 1 A5 e linszminfaanuiuasaensielmueuazansaumAny aziinstsziiuna etnadesdlaz 1

AT BT UNILANAS AN LA R AR NIANT309ANS Wi Nsiasilian N uAdLaeasiE uaznstlAnm Tl )

Turnuenmineanua e lulati anssumnAazsed la SUnNsEnaLsNaNne AN euen asnadaetlas 1 A5
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45)  ANNTUNATAUNARRINTRUGA san1sidaguidainiganganu
(Responsibilities after termination or change of employment)
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(Information security event reporting)
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5) NIRTNITNIINILNTIN (Physical controls)
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54)  n19E19239AUAMNNUAILRRANENIINTEATN (Physical security monitoring)

]
Yo =2

AueTAaniamas Nun lud1inau Heeineuw uazesgineniing o assldiuntsmamasentnasyuudnszda g

'
A

X2 Y v 3 -in nl/ o A o IS 2
anataNNg MId U N A uduAslaania szuuﬁmmpmmunmmua

N3N LATNNIAAAINABY CCTV LiVe

]

tasiunsdntieniananinlag ildsueyn s




WHA Group

wnasgmmasanInduassaans loesuasssauine

Cybersecurity and Information Security Management Standard GROUP

55)  n5ainuAaAEANAINAININLUANLALENINLIARDN

(Protecting against External and Environmental Threats)
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57) Thzvirnuilsasensedinnuacnmatlamnunitaanauiiaimas (Clear desk and clear screen)
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59)  ANNNUANLAandBrRmSNE R U N NS TN URanaIAng (Securty of assets off-premises)
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5.10) wIMsFIUNITARNIsTARUNNIaya (Media Handling Standard)
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5.10.1) MsUSINTARNIsARLIUTInTaya (Management of Media)
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5.10.2) msaughedatiufindaya (Physical Media Transfer)
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6) masmMsmamalulag (Technological controls)
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6.8)  NINTFIUNTUTUFIANTTTRIINIMANAUA (Technical Vulnerability Management
Standard)
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6.9) NITUIWITAANITNITAIANIGEUL (Configuration Management)
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6.12) n15tlasnunIssaluatastiaya (Data Leakage Prevention)
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6.13) mmgmmszi’ﬂsmﬁ’aga (Backup Standard)
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6.14) mmsg'mmsm?ﬂumsfqﬂnszﬁﬂixmaNaﬁqsm (Redundancies Standard)
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6.15) amsgIuNsLiufindayadan wazn15udnsz43 (Logging and Monitoring Standard)
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6.15.1) msﬂ'uﬁnﬁ'@gagan wARILMANITAL (Event Logging)
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Responding, and Improving Information Security System)
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WUIBNUANI AWM A BIRTIaaa LN lE AT T8 29989ANT wazdnyingeauaglnisldnueTadie adlu
A dd‘ 1 o K v o a [ dl o ]
sruuansana wialunsainldanisnasiuiinluszuuansaumalalianfiuntsninuuunesy ivetiiauese

AeNITINNIANNTLAsLaanie I HLeflar @I a U ARINTALIZE S AN AU

6.16.3) NMTAALAURIARALANANLAZIUANNTAIAUANNNUAILAaAARRTRUNA
BNANIABIARLAUDILAZAANIITUABAN AN LA IR NI uA NN BAsAaAfEa s AUIN AN ATIAN LA
AanssuniniEnsTAsesnaiuriaad Inefinausuanlaeniug1sawna vise Incident Response Team (IRT) fagiilu

o

fuiegavlunisafiunsuilaadefidss@nsnininesdniaanasvzawmanisisnuauiuaslasafaaisaume

©3e

4819

R

6.16.4) MsUSULgIsEULUETUNSARMSANNNUAILABANERISAUNA
o o e . o . L . L A4 dasy . 4
a9AngfeaLiupuardlinnssuutFnnsdnnizaNluaslaeniuansaumaatesiaiiias e liannsniuie

o v ol/ o dl a dp k% ¥ ° % ul/ F 2 =
ﬂ‘]_lﬂﬂ@ﬂﬂﬂﬁ\lLL@ZL‘M@HW?M@’]HW}’]Nuuﬂ\?ﬂ@ﬂﬂﬂﬂ@?ﬁ‘@umﬂV]ﬂ’]”’QLﬂﬂ"ﬂHiﬂ ‘Emmwﬂuuu%imﬂi:um NAITH

WiSuNFe HANTUass LazdanunnanANNAeN A uANNT Ut aande laes leatnallssanann

6.17) N15AIUIRNILUYNADBIASINU (Clock Synchronization)
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6.18) nsldlusunsnassadszlaaiilasuAnalusyaufias (Use of privileged utility programs)
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6.19) NMTFIUNSAILIA NNsH pRTaNs s uuszuLTIiLS Mg (Control of Operational Software Standard)
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6.21) ANNNUAILIaRANARINTLLSMSLATRAE (Security of Network Services)
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6.22) nsuLNLENLIATaUE (Segregation in networks)
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6.23) N1sAANTRILAIU (Web filtering)
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6.24) wIMTNITLATURUDYA (Cryptographic Controls Standard)
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6.26) AANNABDINITATRANNNUAILFaRNaURILRLWALATY (Application security requirements)
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6.26.1) NIFILASIEUBARSNTUUAAIMNARINITATUAINNUAILADANIFITRULNA

(Information Security Requirements Analysis and Specification)
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(Secure system architecture and engineering principles)
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2) NMFRSFNANARTENINAMNFEIUASNIATNIFINHIANNNUASLABAAE (Balance risk and control)
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5) NNTARANNTUTaYN (Simplicity)
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6) m‘m%"Nﬂ%ﬁuﬂﬁuﬁinlunﬁiﬁﬁuwﬁuﬁﬂQnmuuaxmiﬁuﬁuﬂnﬁw (Resilience and Recoverability)
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7) msunilastaya (Confidentiality and integrity)
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8) nMsaAUlENInTgIU (Enforced)
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9) m'a"a'aﬂLmuszuumsaummﬁ'a%’uﬁarsiapﬁ'i"laiﬂszmﬁﬁ wia nsldauluaninuwanaaniilifie
Uszaan (Design for malicious actor/environment)
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10) NMFRANULLSTUUASRUNALNETRISUNIS IduuuuTiung (Mobility)
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6.28) nistagullsunsulusinnuiumslaanns (Secure Coding)
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6.29) NIFNAKBUAIUANNNUAILAAANEIUNMTWRAIUILASTUTDITELIL

(Security testing in development and acceptance)
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6.30) nsNavIsEuLlaaKuqgavA18uan (Outsourced development)
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6.31) NITULANANTNLIAADNAINTUNITWAIUT NISNAFAL WATNIS LALSN1ITRENAINNY
(Separation of development, testing and operational environments)
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1) N TWAIUNTLUL Aeeanliinsuenaninwandeng 1 uiuszuuild lun1sWmun (Development System)
WAZITUUN M9 a5 (Production System)
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(masking data) naunaziun MynagaLsELLN1W

4) srealaifinediprseeniaes (Compier) vivaltsunssdmsunsmnitsunssau - lussupesiowmes 1 uass

6.32) n19UIMITAANITNIsLtUasuLl|ae (Change management)
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6.33) %@gm&’m%’umswm@u (Test information)
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6.33.1) ﬂ’]‘a‘ﬂmﬁ'uﬁ’m&aﬁ'm%'un']‘a‘wﬂﬂﬂﬂizuumi’aumFi (Protection of test data)
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6.34) nstasnuszuuRITAUNALUENNNNsNAgausTULlnadRsIaLlTEIEY
(Protection of information systems during audit testing)
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6.34.1) IMgN1TATAaUTELHUTZUY (Information Systems Audit Controls)
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