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3.18) u‘l:ﬂmﬂu?m'ié’mn’linﬁl,%ﬁwmé‘lﬁiﬂu (User Access Management Policy)
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3.18.1) Msamzidiaunasn1soannaul iy (Account Registration and Deregistration)
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3.18.3) miwumuawémﬂ%ﬁwm;j:li'mu (Review of User Access Rights)
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3.19)  wlaunaieanuANNANNUEALE LALFN15A8Wan (Information Security in Supplier
Relationship Policy)
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3.19.1) AnuNuAslaanfelduasuazaITAUIIA AMUANNFNAUEIULLLSNIs eEwan (Cybersecurity and

Information Security Policy for Supplier Relationships)
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(Addressing information security within supplier agreements)

1 t:inl v A 1 cd‘t:l ¥ K dl a o ¥

NUIEIUNANNIINYAAAVITENUIENUNEUBNNNNTIANDE N19UTTNIANA N1TFRANT N1TLTUITIANIT T1D3A
ANTAUNALAZ/ VIR TZULAN TAUNA ﬁ@ﬁmiﬁumﬂau‘?ﬁwmmmmﬂu@ﬂﬁLﬂur;fﬂﬁu?mimﬂuﬂﬂ asnlu damnaenng
o o A o o Y o = = o a Y a
Snmanuauvtadyyinisldidamaminudy naanadasiuulaune mﬂiqmmi:qmqmwmﬂn@mmcﬁmmmi

ANEUAN WINNAAINNLRLANEIAIL

321) maRmssamsamusiunslaandamssumeluviaddmsliis msuasna s ey ICT
(Managing information security in the information and communication technology (ICT) supply chain)
Mmﬂmuﬁﬁmﬁﬁmﬂﬁ@u‘?‘wmmqumﬂu@nﬁﬁmﬂ%’ﬁq nnatlszanana Nsdedns naLEnsdnng doya

ANRUNALAZVTRIZLLANTANA Fasdnrindannasiudliiinieniauen Wessyfennufulazeusesdliiing

= d‘ Y a o 1% 1 ] o Y a d‘ .
nauenlunnnail e liuinisnieueniinisdedasausie lgelisnissnean <) (Supply chain)




WHA Group
uloprgmssamsanuasaitaaans loiuesuazasamne
Cybersecurity and Information Security Management Policy GROUP

Y a . . . . -

3.22) msh ﬂm’mLLazwumuﬁ_@‘mﬂmpflummsmﬂuaﬂ (Monitoring and Review of Supplier Services)
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(Information security for use of cloud services)
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|
o

1) mif;mmmuﬁmﬂuiumﬂwﬂmmmauﬁmmwﬁumﬂ@@mﬁﬂmmumﬁ (Incident Response Team) Fiagidn
POLIANIURRENNIIAGINgR e s azilaAnNuAslaeniaansaume danansenusiaasdnstiasign
2) Incident Response Team (IRT) Sufiagaulunisuflamnaziinponuduaslasniaarsaume Tnadesdum

awe uazanfiunisuilaiveidnmeasilnaauiuaslaeaisasaund atdesniangn

3.27) nIsERuFAINUANTAlAUANNN LAYl aandEaTAUNA
(Learning from information security incidents)

Incident Response Team (IRT) Aaqiniauadayan19ais nawsan uuoltil a1guan (Root cause) 2184019

'
A

NawnaziaANdnAslaeadeasaumna wwanianisiiuguasaz/sredeyadundanduiineaiumnazsiinaos
dupsdaandaansaumna sedramatulagarsauma e sumsuaniunisafzeamsaziinauiuaslaensuansauna
wATALARUNINNUA N TL I uaz/MFTa MR AU UALAZ VTR NUWIN WATIaaey e el liAn

WRAULHAAYINILAL AR ASAN S EUMALLILIANTIEN




WHA Group
ulgnsmassanisauawastaaans lowasussasauwng
Cybersecurity and Information Security Management Policy GROUP

3.28) milﬁmqumuuﬁ’ng'm (Collection of evidence)

Incident Response Team (IRT) ﬁm*‘i«“mLﬁmqmwuﬁﬂﬁﬁmﬁmﬁu Ay ma@uﬁmmmﬁumﬂmmﬁﬂ
ANTAUNA ‘lﬁﬂgﬂiiummu:ﬁﬁmmmﬁ@ﬁ@ Lﬁmwaﬁiﬂmaﬁuﬁummmemﬂfmﬁmuﬁ;m@mmmﬁumﬂmmﬁﬂ
ANTAUNA memmm‘hﬁﬂuwﬁﬂﬂmwmu‘lu%umaiﬁ
3.29) mwsﬁﬁmﬂmmﬁ Elﬂ’]‘a‘ﬂumﬁaluﬁwﬁl,ﬁ ANNT1AE AT=IN (Information security during disruption)

L‘W'ﬂffmﬁ“umzé‘“uﬁ@ﬁummqmmﬁﬂmmmiﬁq ugsna ﬁuﬂmmmnﬁﬂ@ﬂmuﬁiﬂm?ﬁmummixuu Taidnas

% Ly o

hegiiRwe AussINTIA viseanwan1sai ausaaanisilagaasi GenaliiAnenudamaseasdnslduind

ae AIIUAIAIAATINLAULEINIAANI9A NG aLHasluNN9ANHugsAA (BCP) AxLandns (P-ISP-1301) Lveanmana

TuLINIRdnAnsEUaInmeNsinenan et lusyauneansuls uaziaunsnanfiugsianansesasdnssielils

3.29.1) NMgNNLEUANNABLEaIRIUANNNUAtUaanN e L Uas LA AN SRULNA

(Planning Cybersecurity and Information Security Continuity)
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3.30) AIMUNTANAU ICT LWAANNABLURININGSINA (ICT readiness for business continuity)
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(Implementing Cybersecurity and Information Security Continuity)
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(Verify, Review and Evaluate Cybersecurity and Information Security Continuity)
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(Compliance With Legal and Contractual Requirements Policy)
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(Identification of Applicable Legislation and Contractual Requirements)
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(Independent review of information security)
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3.36.1) m’mﬂ'amﬂﬁmﬁ'uu‘iﬂmﬂLmzmmg’mﬁqum'\mj'umﬂmmﬁﬂ

(Compliance with Security Policies and Standards)
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3.38.4) dszianianaisAiuAN
LANANATLANYBILITEN fevasied]
(1) wlgunewa9LTEN (organization policy)
(2) derimuansUfUFRe1eesLTEN (organization procedure)
(3) "fyiy’] (contract / agreement)
4) Tunndemnag (letter of engagement)
(5) TauAnAw (land deed)
(6) luayeyn (permit)
(7) wla@eiusea (certificate / license)
(8) UL (drawing)
(9) FuRauUNIITTL (work instruction)

(10) Wasu (form template)
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Security Risk Management)
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Risk Assessment)
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3.39.2) msamANNLIREIRIUANNNUAIlaanntldIuasuaTaSEUWNA (Cybersecurity and Information Security

Risk Treatment)
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4)  NIMSNITATULARINS (People controls)
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4.5)  AMNTUHNATAUNEUAINITAUGR wTan1silaauulanisasny
(Responsibilities after termination or change of employment)
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(Information security event reporting)
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5) NATINIINIMENIN (Physical controls)
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55)  n5ainuAaAEANAINAINNNLUANLALENINLIARDN

(Protecting against External and Environmental Threats)
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5.9) ANuNuAslaaanransnERUNR NS i NuLanaIfng (Securty of assets off-premises)
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6) masmMsmamalulag (Technological controls)
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6.5) NIsNgAUsAUNNANNNUAILaannE (Secure authentication)
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6.8) ulaunan1susmsanni1sdadlninianaila (Technical Vulnerability Management Policy)
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6.12) n1sUaInuNIssaluatastiaya (Data Leakage Prevention)
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6.13) ulaunen1sd1sasiaya (Backup Policy)
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6.14) u‘l‘.amam%m?wmmﬂnitﬁﬂszmaNaﬁ'}im (Redundancies Policy)
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6.14.1) danwnsaslduasailnsaliszuranassauind (Availability of Information Processing Facilities)
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6.15) wlzunenistudindayadan waznisinsz3a (Logging and Monitoring Policy)
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6.15.1) nstufindaygadan uanwuanisal (Event Logging)

¥ k2

rd‘ v KR Aa ¥ =< v K o tdl '
1DYHA Log LAANLURNITT muuwﬂmﬂﬁmméﬂmm m@uﬂqummmmmm@ma‘mmmmiwuﬂuLﬂuvl,ﬂ

a

pNduRauLng AnNRawaAluNIIIUIaNTELL uazmsnnIipaNsuAsLaaniY Fesiinaiunnld Abuiu uasiunou

atvasnane gunsnfifuiindaya Log azlaiunistlesiuannmsnlasuulasudle uaznisdnslaeldlisuaynyin




WHA Group
uloprgmssamsanuasaitaaans loiuesuazasamne
Cybersecurity and Information Security Management Policy GROUP

6.16) N19LEN9EI NNTAALAUDY u,azm'sﬂ%'uﬂ‘gqmiv‘mﬁummszuuLLa::qﬂnszﬁ (Monitoring,
Responding, and Improving Information Security System)
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6.17) N1SEIUIRNLUYNADBIASINU (Clock Synchronization)
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6.18) nsldlilsunsnassadsslanifilasuanalussauiivAn (Use of privileged utility programs)
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6.19) uWlgnansAILANMSAAAsanswIsLILszULTRLIENS (Control of Operational Software Policy)
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6.19.1) nsAnmsTaNmAwLIsszuLlRLFA1S (Installation of Software on Operational Systems)
deansuafhanNamasnATes avgnanaslas wlaauwmalulatiansaumayinii lnadinisnsagauniy

danvuA3es NTUIMNIRANTMINGRL (Asset Management)
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6.20.1) N1AMFN15LATAUNE (Network Controls)
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6.21) ANuNUAILaRANEFIBTULIENNSIATRNE (Security of Network Services)
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6.22) MSLLGLENLAZaAE (Segregation in networks)
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6.23) nsARANIAIU (Web fittering)
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6.24) u‘iamammmsmwwmaga (Cryptographic Controls Policy)
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6.26) AANNABDINITATRANNNUAILAaANaIRILaLlWALATY (Application security requirements)
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6.27) A0NUMANTTNUDITEULNNANNNUAILUADANLLAZUANNITIAINTTNTZLU
(Secure system architecture and engineering principles)
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7) nﬂ’iﬂﬂﬂﬂﬂ‘ﬁ’ﬂga (Confidentiality and integrity)
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8) n1sueAuldulaune (Enforced policy)
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9) MsaanuUUssUUANsRUIAINasuRasag N laidssaenn wsa nasldauluaninuinaannling
Uszaan (Design for malicious actor/environment)
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10) N19RANULLSLULRTAUINALNDSRI5UNNT lFauuuuluung (Mobility)
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6.28) ngwgullsunsulusinusiuaslaanne (Secure Coding)
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6.29) NIFNAKALAIUANNNUAILAAAAEIUNMSWRIUILASTUSDITE LI

(Security testing in development and acceptance)
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6.30) nsnmuszuulaarugaIuA1auan (Outsourced development)
UUAENUNT MU EUAN FaenIuuAANABINIIABANSTUAs AansTa st nsIF LazAdLANTH

e sanWmngansing lidullniuun MIFIU AN

6.31) NMITULNANINULIARBNAIUTLUNITNAUT NITNAKAL LWATNNF LULINITRRNANNNY
(Separation of development, testing and operational environments)
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1) lunawmunszuy Fassalitinsuanan nundandmiuszundild lunnswmun (Development System)

LazsyULldauads (Production System)

2) sasldihdeyadiuyraaunlinaaausruueu newldiuandusesainidraesioys




WHA Group
uloprgmssamsanuasaitaaans loiuesuazasamne
Cybersecurity and Information Security Management Policy GROUP

[ o A v [
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6.32) N19UTMTAANITNSLUAEULLAs (Change management)
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6.33) UaNARIUSUNISNARAL (Test information)
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6.33.1) MstfaanutayadnsUNISNARALSEULAISAUNA (Protection of test data)
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6.34) msﬂmnus:uumsaumﬁlumwumswma'a‘uszuu‘l:mlgmsfmﬂizmu

(Protection of information systems during audit testing)
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6.34.1) W1MTN19M5IaUTzLEUTELU (Information Systems Audit Controls)
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